
Safe Innovation
Implementing 
AI Frameworks 
in Education



The Learning Objective
To equip educational leaders with the knowledge, 
governance frameworks, and practical tools needed to 
safely integrate AI technology into their schools while 
protecting staff, students, and data integrity.

The current state of 
AI in education

Frameworks to manage 
AI at your school

Guardrails to safeguard 
your data

Tools to jump start 
your AI governance



Introduction



Meet Our Team



Our Mission
We deliver secure, reliable, and cost-effective IT 
designed around your budget.  We remain deeply 
committed to mission-driven organizations, delivering 
tailored, budget-aligned technology solutions, modern 
protection for staff and students, and prompt, reliable 
support.

Responsive 
support

Keeping your IT 
reliable through 

continuous care and 
prompt assistance.

Purpose-Driven 
Alignment

Aligning technology 
with your mission and 

budget to deliver 
measurable results.

Uncompromised 
Safety & Security

Protecting staff, 
students, and data 

with modern, 
proactive defenses.



Understanding the
Current state of AI



Standford’s AI Hub for 
Education study
Conclusions based on analysis of 
800 academic AI studies

Source: https://scale.stanford.edu/sites/default/files/The%20Evidence%20Base%20on%20AI%20in%20K-12%20Report.pdf

http://www.youtube.com/watch?v=z6byYVeL36w&t=93


Khan Academy
Khanmigo

http://www.youtube.com/watch?v=c2fK-hxnPSY


Powerschool Powerbuddy

http://www.youtube.com/watch?v=r4qh8FdnFv0&t=9


Google Gemini

Is this safe?



Is the data I enter into AI safe?

Your School’s Google
Google & Microsoft commit to 

privacy within customer 
workspaces

Free Gemini / Chat GPT
Track all interactions and use 

data to train AI models

yes no



Tools for Teachers

Fun Fact: Educators using AI weekly save an estimated 6 hours a week on 
administrative tasks, lesson planning, and assessments.

Brisk Teaching

● Free version
● Multi-language
● 35+ tools
● PE opportunities
● Works with state 

learning standards

visit visit

PowerSchool

● Conversational AI - 
can be used by staff, 
students, & families

● Can be used to 
interpret information 
inside PowerSchool

visit

Magic School

● Can be used by 
admins, staff, and 
students

● Generate content, 
lesson plans, and 
rubrics

● Aggregate data for 
staff

visit

Diffit

● Integrates into Chrome 
for students to use

● Collects zero data
● Instruction focused
● Simple workflows for 

staff

https://news.gallup.com/poll/691967/three-teachers-weekly-saving-six-weeks-year.aspx

https://www.briskteaching.com/
https://www.powerschool.com/solutions/powerschool-ai/powerbuddy/
https://www.magicschool.ai/magicstudent
https://web.diffit.me/


Compliance & 
Governance



Regulatory Requirements
Family Educational Rights and Privacy Act (FERPA)

● Protects the privacy of student education records.
● Limits disclosure of personally identifiable information from 

education records without consent.

Children’s Online Privacy Protection Act (COPPA)

● Requires parental consent before collecting, using, or 
disclosing personal information from children.

● Imposes requirements on operators of websites or online 
services directed to children.

ADSM Information Technology
Security Standards

● Provides the IT security requirements that schools must 
comply with in order to receive Cyber Insurance from Tokio 
Marine.



What are the framework 
models for AI?

ISO 42001 A structured way to manage risks & opportunities 
associated with AI, balancing innovation with 
governance.

NIST AI Risk A voluntary, consensus-driven set of guidelines 
designed to help organizations responsible 
design, develop, deploy, and use AI system.

SOC II A framework that evaluates an organization's 
information security measures based security, 
availability, Integrity, Confidentiality, and Privacy

CMCC The (former) Department of Defense standard 
that verifies defense contractors have the right 
security measures to protect sensitive information

ISO 27001 The top international standard for setting up a 
system to manage and protect company data.



ISO 42001 Controls



ISO 42001 Applicable Controls



Get started with 
Governance

Fun Fact: Only 50% of school 
districts provide formal AI training to 
their staff, leaving many educators 
learning the tools independently

Best 
Practices

A top level AI 
policy

AI governance

How do I 
configure Google 
for education



1. Purpose and Scope
2. Roles and Responsibilities
3. Acceptable Use of AI 
4. Employee Training 
5. Monitoring and Enforcement 
6. Incident Management
7. Evaluation of New AI platforms 

AI Policy Elements



What an AI policy Looks Like



AI Registry



Risk Register



Risk Register continued



AI Incident Management 



Training Programs for Staff

Google Training: Generative AI for Educators with Gemini Visit

Microsoft: AI for educators Visit

Code.org: AI 101 for educators Visit

https://edu.exceedlms.com/student/path/1787126
https://learn.microsoft.com/en-us/training/paths/ai-education/?utm_source=gemini#:~:text=Add.%20Equip%20and%20support%20learners%20with%20AI,explore%20the%20possibilities%20of%20AI.%20Add.%20Start.
https://code.org/en-US/professional-learning/artificial-intelligence-101?utm_source=gemini


Technical Guardrails



How do I monitor AI Usage?

Who is using AI

What are they using AI for

Blocking AIs we don’t want

Google Admin is the best place to monitor



Google Vault



GoGuardian Controls

Blocking AI Tools by Category

Alerts



Use your firewall to block 
non-Google AI sites

What do do Configure an 
application control

Restrict access 
to AI sites Exempt Gemini



Google App Controls



Google App Controls



Blocking Chrome Extensions

● Block all apps, admin manages allowlist, users may request extensions—Users can 
only install the apps and extensions from the Chrome Web Store that you allow, but 
they can also request the extensions that they need. Then, you can allow, block, or 
automatically install extensions that users request. For details, see Extension 
workflows: Let users request extensions.

https://support.google.com/chrome/a/answer/10405494
https://support.google.com/chrome/a/answer/10405494


Google DLP
Cloud Loss Prevention
Sensitive Data Protection

Label data on your Google Drive, Gmail, Gemini. 

Apply restrictions on that data

Alerts when rules are violated
- Data can’t be copied
- Data can’t be entered into Gemini



Google Education Plus 
$6/mailbox/year

Sensitive data auto-labeling
Gemini is incorporated into docs, sheets. 
You can sync the rostering info from clever to Google Classroom. 
Google Meet recording
Google Meet breakout rooms
Google Meet attendee limit is 250 (vs 100)
Security - Better investigation tools



The current state of AI in schools1

Takeaway
2 Governance methods

3 Guardrails

4 Helpful Tools

5 A couple of dad jokes

AI security NEEDS to be a 
priority in school future IT 
planning


